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On April 9, 2009, President 
Obama directed the 
Department of Defense 
(DoD) and the Department 
of Veterans Affairs (VA) to 
create the Virtual Lifetime 
Electronic Record:

“… will ultimately contain administrative and medical 
information from the day an individual enters military 
service throughout their military career and after they leave 
the military.”  

-President Barack Obama
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Virtual Lifetime Electronic Record (VLER)



March 2011

• Health Record Data:
– HITSP C32 subset 

(from Tidewater)
– List of Encounters
– List of Procedures

• Partners:
– Spokane VA Medical 

Center
– 92nd Medical Group at 
– Fairchild AFB
– Inland Northwest 

Health System

Spokane Pilot Future Pilots

September 2011

• Health Record Data:
– HITSP C32 subset 

(from Spokane)
– Unstructured 

Documents: 
– Consults/Referrals
– Discharge 

Summaries
– Results of 

Diagnostic Studies
– Procedure Notes
– History & Physicals

• Partners:
– To Be Determined

September 2010

• Health Record Data:
– HITSP C32 subset 

(from San Diego)
– Hematology Lab Result
– Chemistry Lab Result
– Immunizations
– Vital Sign

• Partners:
– Hampton VA Medical 

Center
– Naval Medical Center 

Portsmouth
– Med Virginia

Tidewater Pilot
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VLER Health Pilots

January 2010

•Health Record Data: 
Healthcare Information 
Technology  Standards 
(HITSP) C32 subset:
– Allergy/Drug Sensitivity
– Problems/Condition
– Healthcare Provider
– Information Source
– Language Spoken
– Medication
– Person Information
– Support

•Partners:
– San Diego VA  Medical 

Center
– Naval Medical Center 

San Diego
– Kaiser Permanente in 

San Diego

San Diego Pilot

By September 2011, our goal is to have several additional pilot sites up and 
running with information sharing between various VA, DoD, and private 
sector partners
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Health Information Management (HIM)

 Administrative management of health records is the responsibility of 
HIM 

 HIM is responsible for: 
• Both safeguarding and disclosing, as appropriate, health information 

according to applicable standards: 
 The Privacy Act of 1974
 Health Insurance Portability and Accountability Act (HIPAA) 
 Freedom of Information Act (FOIA) 
 38 U.S.C 5701- VA Confidentiality Statute
 38 U.S.C 5705- Confidentiality of Healthcare Quality Assurance Review Records
 38 U.S.C 7332- which protects drug abuse, alcoholism and alcohol abuse, human 

immunodeficiency virus (HIV) and sickle cell anemia patient treatment records 

 VHA Handbook 1605.1, Privacy and Release of Information Handbook
• Provides instructions on compliance with the Privacy Act, FOIA and the 

release of information from drug and alcohol abuse, infection with the 
human immunodeficiency virus and sickle cell anemia medical records
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Release of Information (ROI)

 The Release of Information unit: 
• Applies the appropriate, detailed provisions of VHA 

regulations 
• Honors the patient's right to consent to disclosure 
• Ensures each request for patient data and health 

care information has a valid authorization prior to 
disclosure 

• Coordinates disclosures of protected health 
information (PHI) 

• Applies routine administrative processes to all 
requests, records all disclosures and accounts for 
any exceptions to routine processing 
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Patient Authorization

 According to policy, VA must obtain the 
Veteran’s authorization to disclose VA 
records to non-VA providers because of Title 
38 USC 7332 protected conditions

 Veteran authorization may or may not be 
required by the private health provider 
according to their organizational policies and 
state regulations
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Management of Consumer Preferences

 Current State of Authorization
• Paper-based consent
• Opt-in all or nothing

 Future State
• Online enrollment
• Restriction requests

 Organization
 C32 Content
 Provider 
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Patient Opt-in
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Accounting of Disclosures
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Outbound Document View
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Inbound Documents Received
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Inbound Document View
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Computerized Patient Record System (CPRS)
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NwHIN Data 
are Present

VistAWeb

VistA – Veterans Health Information Systems and Technology Architecture; NwHIN – Nationwide Health Information Network



Retrieving Nationwide Health Information Network 
Documents from VistAWeb
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Double dagger 

data

Double dagger 
indicates NwHIN 

data

NwHIN Document 
Option

NwHIN Document 
Option



View of Summary of Care Record
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Aggregate View of Problems
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Challenges

 Managing the patient authorization process
 System of Records and Retention 

Requirements
 Incorporating non-VA health information 

without unnecessary use of copy/paste
 Moving towards fine grained restriction 

capabilities
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Questions?

Jennifer.Teal@va.gov


